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ABSTRACT

The strength, growth and prosperity of our nations are dependant on
being sustained by key resources and a functioning and healthy
infrastructure. The heart of this infrastructure is kept beating by a variety
of industrial control systems. The term SCADA (supervisory control and
data acquisition) or industrial control systems can equally refer to process
control, distributed control, and any other kindred systems that control,
monitor, and manage critical infrastructure.

Critical SCADA infrastructure and key resources are usually considered
to consist of electric power generators, transmission systems,
transportation systems, dam and water systems, communication systems,
chemical and petroleum systems, and other critical systems that cannot
tolerate sudden interruptions to service. Simply stated, a control system
gathers information and then performs a function based on the
established parameters and information it receives.

Gaps or shortfalls are appearing in industry generally in terms of
knowledge and or experience, especially with respect to the practical
aspects of application of design, configuration, maintenance and
operation of ICS systems. This problem is relentlessly increasing, every
day through the situation of natural attrition of the wealth of talent
leaving the industry without any form of effective succession planning
being put into place.

The intent of this body of work is to help address and close these
gaps by providing practical material so that knowledge and experience
can be better imparted or applied.

All future instances where reference is made to SCADA Systems in
this text as mentioned in the above collection of control systems
variations all can be considered to be inferred or apply generally.



EXECUTIVE SUMMARY

This manual provides practical information for those interested in the
design, installation, maintenance and safe & secure operation of industrial
control systems within a enterprise, organization or facility. The manual is
an attempt to consider the SCADA system in a holistic way or as I like to
say “from end to end”.
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